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Abstract. As Al continues to gain momentum and capture media at-
tention, the prevalence of Al-generated voice, video, and image deep-
fakes on social media is rising dramatically. On some platforms, the Al
attribution rate is estimated to be as high as 38.95%, and continuing
to increase month over month. Despite significant efforts in the litera-
ture to detect and mitigate these synthetic media, a substantial amount
of deepfaked content still circulates undetected. This paper investigates
methods for identifying, classifying, validating, and analyzing deepfakes
in the digital landscape. Furthermore, it investigates the potential of
leveraging contextual insights through the analysis of user interactions
with Al-generated content, and proposes a new technique to enhance the
detection and mitigation of deepfakes across social media platforms. By
outsourcing part of the overall detection computation to a distributed
base of users, interaction-based detection could prove to be a successful
tool in reducing the harmful effects of Al-generated deepfakes online.

Keywords: Deepfake detection - Social media - Interaction-based de-
tection - Generative Al - Logistic regression.

1 Introduction

As generative Al tools continue to spread into the consumer market, creating
Al-generated media has never been more accessible. In the years since OpenAl’s
ChatGPT [27] first hit the market, work adoption of generative AI has been as
fast as the personal computer, and overall adoption has been faster than either
PCs or the internet [9]. With the availability of large language models such
as ChatGPT and DALL-E 3 28], a serious concern is raised about such tools
being used to create fictitious, synthetic content. The potential for deepfakes to
circulate misinformation, fake news, propaganda, and distrust over the internet
is at a level never before seen [33].

Though methods exist to identify Al-generated content by examining the
potentially deepfaked content itself, the online era presents the unique ability to
leverage potentials for a new detection technique, enabled by the mass amount of
users interacting with content on social media. Common flaws in Al-generated
content including incoherence, insufficient evidence-based claims, and vocabu-
lary diversity in text-based content [24], as well as irregularities in eyes, visible
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Fig. 1: The distillation process of a deepfake on social media, ultimately picked
up and identified by this project’s methods.
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Fig.2: Project detection pipeline. This work presents an Al model capable of
detecting synthetic posts on social media by analyzing subsequent user interac-
tions. We build an initial database of submissions and comments by searching
comments for seed texts indicating doubt in the content’s legitimacy. A subset
of the database is manually-labeled by researchers to indicate if the commenter
believes the parent content is human- or Al-generated. The labeled data is then
used in active training an Al model to label data, repeating with rounds of in-
creasing size with each round.

distortions, and non-uniformity in image-based content [25] can be perceived
by humans and used to attribute content to an Al-generated origin. By out-
sourcing part of the overall detection computation to a distributed base of users,
interaction-based detection could prove to be a successful tool in reducing the
harmful effects of Al-generated deepfakes online.

Figure [l shows the high-level timeline of the deepfake distillation process
from creation to detection. This paper proposes a methodology to intake a series
of user interactions and comments underneath a given social media posting and
output an attribution indicating that the post is either human- or Al-generated.
More specifically, we build an initial database of social media submissions and
comments by automatically searching comments for key subtexts containing En-
glish phrases hypothesized to be used in expressing doubt of the content’s au-
thenticity. A subset of the initial comments database is manually-labeled as to
whether the commenter believes the parent content is legitimate. The labeled
data is then used in active training an Al model to assign labels to comments, re-
peating with rounds of size ‘n’ where ‘n’ is a factor of confidence, increasing with
each round until confidence exceeds 99%. This process can be seen in Figure
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Once a fully labeled dataset is realized, the model is evaluated on its accuracy
in identifying comments indicating Al-generated content and the hypothesis is
evaluated on its ability to detect Al-generated content from an interaction-based
approach.

This paper’s contributions are as follows:

— Developed a PyQt5 GUI application to streamline comment thread creation
and visualization for manual labeling. Developed for Reddit thread structure,
the application can be easily modified to support data from other social
media applications.

— Constructed a first-of-its-kind dataset of manually-labeled contextual social
media submission data providing information on whether the commenters
involved suspect Al origins.

— Designed a data processing pipeline and logistic regression model to predict
probabilities that a social media submission was deepfaked, using human-
generated community insights. All pipeline components are built to be platform-
agnostic and can be utilized to make predictions for content on any social
media platform.

— Built an alternative post-engine processing pipeline that builds upon the
original model, enabled by large language models to make decisions about
the content’s relevance and likelihood of being deepfaked, thus weeding out
false positive results and reducing unnecessary computation time.

— Evaluated base detection model and LLM-enabled model performances. The
base interaction-based approach yielded a 56.99% accuracy with a 58.33%
precision. The LLM-enabled model slightly outperformed the base model
with 58.82% accuracy and 67.16% precision.

— Propose methods for future improvements, including a theme-based detec-
tion strategy utilizing a novel database of “known-falsehoods” approach.

— Independently confirmed data regarding humans’ inability to consistently
detect Al, paralleling results discovered in recent studies. While the novel
methodology that this paper introduces did not prove to be a reliable means
of detecting Al-generated content online, the replication of human bench-
mark results in a previously unexplored social media context reinforces the
need for an accurate, hands-off method to detect synthetic content online.

2 Background

This section explores leading methods for identifying Al-generated content across
several mediums and a ground-truth methodology for distinguishing bot ac-
counts from human accounts online.

2.1 Current Deepfake and AI-Generated Content Detection
Methodologies

Leading methods for identifying Al-generated content examine the content itself
without surrounding contextual information to influence the decision. By target-
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ing the content itself, methodologies are generally restricted in their application
to a specific media type.

Detecting AI-Generated Text. Document-level Al-generated text detection
methods fall short in cases where users coauthor their papers with Al creating
a work comprised of sentences written by humans and modified by Al or vice
versa [34]. Wang et al. propose a new strategy to detect Al-generated text on
a fine-grained sentence-level, better suited to attribute a subsection of a larger
text to AI. The researchers’ methodology segments an input text and assigns
human /AT attribution to each token, selecting the most frequent label in the
sequence for the overall sentence label.

Detecting AI-Generated Images. Recent advances in Al image-generation
technologies result in new models capable of creating photorealistic images reg-
ularly hitting the market. Baraheem and Nguyen [6] utilize a trained convo-
lutional neural network to separate Generative Adversarial Network (GAN)-
generated images from real human-generated images. Baraheem and Nguyen’s
model correctly attributes images as human or Al, with an average accuracy of
92.3% across three different datasets. By training the model to identify common
flaws, distortions, and artifacts left behind from the GAN image generation pro-
cess including pixel anomalies, artificial fingerprints, and spectral artifacts, this
methodology can be generalized to any image generation model so long as it
produces images with similar flaws. Epstein et al. [I8] also present a platform-
agnostic way to detect Al-generated images with a convolutional neural network
incrementally trained on 14 popular generative models released between 2020
and 2023 to simulate a real-world learning setting where the detection methods
can be applied to new models that have yet to be released.

Cozzolino et al. [I5] propose a technique based on features extracted from the
image encoder of a pre-trained vision language model, the Contrastive Language-
Image Pre-Training (CLIP). By feeding CLIP with both real and synthetic image
pairs, Cozzolino et al. can extract the feature vector outputs to then design a
linear SVM classifier around.

Detecting AI-Generated Videos. Yu et al. [36] propose an image-segmentation
approach for detecting deepfake facial videos. The researchers devised a method-
ology to segment a frame of an image into patches, isolating facial features to
closely study each segment for artifacts of deepfaking.

Mitra et al. [26] propose a deep neural method for detecting social media
deepfake videos with a 92.33% accuracy against FaceForensics++ [29] and Deep-
Fake Detection Challenge [I7] datasets. To reduce the computational impact of
detecting videos at a social media scale, Mitra et al. apply a key video frame
extraction technique on each video and take those key frames as an input for
processing.
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The Push for a Social Media-Centric Approach. In contrast to the ex-
isting aforementioned methods to detect Al-generated content online, the work
this paper presents utilizes contextual user insights found on social media plat-
forms to enable detection on a large scale, irrespective of content medium. Unlike
previous efforts by Wang et al., Baraheem and Nguyen, and Epstein et al., this
project’s methodology does not rely on any particular-model binary detection
requiring the model to train on a specific model’s identifiable artifacts. Instead,
the interaction-based approach leverages user insights meaning that, as human-
visible artifacts are identified in the outputs from newer models, the community
is able to dynamically adjust and pick up on the clues attributing a post to Al
In a similar nature to the work done by Mitra et al., extracting only key video
frames for processing rather than every frame in a video to minimize required
computations, the interaction-based methodology that this paper presents only
processes social media submissions indicated by commenters to perhaps be Al-
generated. This outsourcing of processing power to the broad, distributed judg-
ment of a social media user base eliminates the need to process each submission
online.

2.2 Ground-Truth Approach for Distinguishing Humans from
Machines

In an effort to detect GitHub bot accounts masquerading as human users, Golzadeh
et al. [20] created a ground truth dataset capturing 5,000 GitHub accounts with
authenticity labels classifying each account as human or bot. This ground-truth
dataset enables researchers to later train an automated classification model for
detecting bots based on their commenting activity in GitHub issues and pull
requests.

To generate the dataset, Golzadeh et al. gathered a random sample of com-
menters, a subset of commenters previously believed to be bots, and another
subset of GitHub accounts with usernames matching a curated list of substrings
believed to be commonly utilized by bot accounts. Researchers then manually
and iteratively reviewed each account’s GitHub commenting activity and rated
them on a multifactor scale identifying an account as either a bot or human,
with an associated confidence value with each decision.

2.3 Related Fields of Study

An interaction-based method for AI detection has roots in other areas of study,
namely social media identity deception [T6[I0M4], bot detection in social me-
dia [3I3T2T23], and sentiment analysis [SITITIT2I5T3]. This research provides
the backbone for the interaction-based methodologies that this paper presents.

3 Implementation

This section discusses the design goals necessary in developing a thorough interaction-
based detection model and the implementation details of doing so. It also high-
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lights how the model is evaluated, its performance results, and some designs
to further leverage identified contextual insights and improve future detection
performance.

3.1 Design Goals

We designed the interaction-based detection model around the following criteria,
in no particular order. By accomplishing these design goals, a detection model’s
efficiency and performance can be maximized, and the methodology presented
can be applied to any number of social media contexts.

— Goal 1: Platform Agnosticism. An interaction-based detection model
that examines different social media contexts needs to be designed to work
irrespective of the social media platform being examined. A successful strat-
egy that works to detect Al-generated content on one platform, such as
Reddit, should, with little modification, be made to work well on another
social media platform where similar user insights may be drawn from.

— Goal 2: Intent-Aware Detection. In certain online social media com-
munities, conversations about various Al topics and Al-generated content
showcases are completely regular, and welcomed, occurrences. To eliminate
false positives, a detection algorithm must be able to differentiate between
benign conversations discussing A, submissions in which the author openly
acknowledges using Al, and real instances where a bad actor is trying to pass
off synthetic content as human-generated.

— Goal 3: Consistent Performance Over Variations in User Engage-
ment. Social media user engagement levels vary wildly between submissions,
but it is important that an interaction-based detection model performs just
as well in submissions with a handful of user interactions as it does in those
with thousands.

— Goal 4: Mixed-Model Binary Detection Formulation. Wang et al.
claim that when creating a detection model, there are generally three dif-
ferent formulations to consider: particular-model binary detection, mixed-
model binary detection, and mixed-model multiclass detection [34]. Models
classified under a particular-model binary detection formulation are trained
to detect whether a piece of content was produced by a specific known Al
model. Instead of looking for origins in a particular AI model, mixed-model
binary detection models predict whether content was produced by any Al
model. Going even further, mixed-model multiclass detection formulations
detect Al model origin and attempt to attribute it to a specific model, track-
ing down the exact culprit. For the purposes of this paper, we care only about
attributing content to human- or Al-generated origins, so a mixed-model bi-
nary detection formulation is the minimum level of specificity required.

3.2 Design Overview

This project explores an interaction-based detection strategy to identify Al-
generated deepfake content posted on social media platforms. We collect sub-
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mission and comment data from social media platforms to then label and train
a model to identify comments that are raising suspicion around a submission’s
authenticity.

Data Collection. In order to develop our deepfake detection model, we must
collect and analyze existing user responses to Al-generated content in social
media communities. For our methodology to apply regardless of the social media
platform, our data needs to utilize platform-agnostic metrics.

In its most simplistic form, a submission can be boiled down to a piece of
content, with an author, a content score, a list of comment threads in reply to
the submission, as well as a title, a description, or both. Similarly, comments
have authors, a content score, a parent submission, a list of subsequent child
comment threads, and a body text.

While many social media platforms match this basic structure, this work
chose to analyze user engagement on Reddit due to their well-documented Python
API wrapper, PRAW [2], and the years’ worth of data dumps made readily avail-
able through the Pushshift API [32], recording every submission and comment
made to the most popular 40,000 Subreddits each month. Though the project is
designed on the back of Reddit’s data structure, the methodology presented can
easily be adapted to fit the unique structure conventions of other social media
platforms, such as TikTok or X.

Initial data was gathered from the Pushshift dumps, collecting all comments
and submissions from the top 40,000 Reddit communities month-to-month in the
calendar year 2024 to ensure sufficient data availability. For processing comment
threads, this archival data was supplemented with PRAW queries to capture
all more recent user engagement and fill in any information gaps, where needed.
The archival data amounted to 1.2 TB in data storage for 2024 alone. To make
data querying more efficient and streamline data manipulation, comment and
submission data was uncompressed from their original file format and stored in
an SQLite database, using unique comment and submission IDs as primary keys
for fast retrieval. The SQLite database schema is as follows:

CREATE TABLE comments (
name TEXT PRIMARY KEY,
link_id TEXT NOT NULL,
parent_id TEXT NOT NULL,
author TEXT NOT NULL,
body TEXT NOT NULL,
permalink TEXT NOT NULL,
score INTEGER NOT NULL,
created_utc DATE NOT NULL

)

Enabled by our hypothesis that a subset of people will identify and call out
Al-generated content online, this information was then used to explore user in-
teractions with submissions as a metric for detecting deepfakes, building feature
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lo of people calls out Al
quickly when they don't know something

Fig. 3: Python application created to interface with the SQLite database and
manually assign labels to comment threads.

vectors that hold key structural details about the post and the surrounding
contextual user-engagement details. The feature vectors and their contents are
discussed in more detail in Section

Filtering on the comment body identifies a subset of comments in which the
user has claimed the parent submission is Al-generated. We then use subsequent
replies and the reply’s user-voted score as a metric to gauge if the comment is
likely correct in its assessment, and modify the submission’s feature vector.

Data Annotation. In order to train a model to detect Al-generated content,
a custom Python application built on top of PyQt5 [35] is used to interface
with the SQLite database, retrieve the comment threads, and manually assign
a label accordingly, as seen in Figure [3] One by one, the application retrieves
comment threads from the database and highlights the seed text that initially
indicated the thread’s potential relevance. By reviewing the thread’s comments,
the parent post’s subject matter, and the user-voted score of each comment,
researchers assign a label indicating the thread’s Al attribution, as claimed by
the commenters involved.

When developing labeling schema for the training process, the research team
elected to create a Likert-type scale indicating the thread’s relevance that could
be adapted to fit our needs in any condition later on. This resulted in two
distinct, fine- and coarse-grained label distributions, the breakdowns of which
can be seen in Figure [4]

1. Fine-Grained Label Distribution.

— Off Topic — Not Relevant: The seed texts used to select threads for
labeling include phrases such as “by AI.” This may sometimes result in
falsely highlighting comments that contain the seed text as an irrelevant
substring, “by airplane” for example. This label is used to collect such
threads deemed irrelevant to the detection model.

— On Topic — Not Relevant: With the increased adoption of Al in everyday
use, it is not uncommon to discover discussions about Al taking place
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on social media. This category is used to capture conversations in which
the commenters involved are discussing Al generated content in some
manner, but without any questioning of the parent contents’ legitimacy.

— Pro- & Anti-AI Group/Majority/Minority: This categorization range
differentiates between the decision and confidence strengths in each con-
versation. If the commenters generally agree that the submission is cre-
ated by an Al model, it is filed under the Pro-AI umbrella. Likewise, if
the observed interactions signify that the general consensus is that the
submission is human-generated, it falls under Anti-Al. Depending on
the engagement’s conviction strength, the thread can be sub-categorized
under Group, Majority, or Minority. A group label means that every com-
menter involved in a given interaction is in agreement with the submis-
sion’s attribution and each opinion is generally well-received, as judged
by the comments’ user score. If there are differing opinions in the thread,
the decision between one category’s majority label and the other’s mi-
nority is left up to researcher judgment, guided by which party made the
strongest claim.

— True Neutral: In the case that both arguments are present with equal
conviction, the neutral label is reserved for threads where looking at the
user interaction data presents no clear decision.

2. Coarse-Grained Label Distribution. Unlike with fine-grained label dis-
tribution, the coarse-grained approach was designed to sort annotated com-
ment threads into data more fit for a binary classification model. Threads
labeled and found to fall into any of the Pro-AI Group/Majority/Minority
collections were combined into one Pro-Al label, those assigned Anti-Al la-
bels were combined into a general Anti-Al, and all else was deemed Off Topic.
Anti-Al content was kept separate to enable future classification choices,
but the first classification model in this project’s interaction-based detection
pipeline treated Pro- and Anti- content alike to distinguish between Al ac-
cusations and everything else, leaving the ultimate AI- or human-generated
classification decision to our feature-vector-powered statistic model.

For fastest results on a large scale, this work uses manually-labeled data and
an active training approach to develop a model capable of replicating this com-
ment labeling procedure and predicting the community’s classification decision
from discussions within a comment thread. In training the model, we gradually
increased the pool of manually-labeled conversations and evaluated the model’s
performance in making predictions by observing the model’s results. As the
training set surpassed 1,400 comments, the model demonstrated a large increase
in prediction accuracy. Manual labeling continued until the labeled set reached a
size of 2,044 annotated comment threads to ensure statistical significance in the
model’s ability to distinguish Pro- and Anti-Al community consensuses. With
a labeled dataset containing 2,000 manually-labeled comment threads, an ac-
tive training pipeline taught the model to predict thread classifications with
increased confidence. Each round of active training iterated through a size ‘n’
subset of the remaining seed-selected comment threads, where ‘n’ is a factor of
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I Off Topic

@ On Topic
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(a) Fine-grained labels. (b) Coarse-grained labels.

Fig. 4: Label distribution of 2,044 manually-annotated comment threads.

confidence, increasing with each round until the confidence exceeds 99%. The
process of generating an initial comments dataset from seed phrases, manually
labeling, and training the classifier with active learning can be seen in Figure 2]

Generating Feature Vectors. For the model presented in this paper to prop-
erly examine a submission’s contextual insights and attribute it, we must first
generate a feature vector to record and analyze. Feature vectors’ contents are
flexible, and the information they contain is passed to the statistic model for
the final step in the detection pipeline. Our feature vectors combine binary and
cumulative metrics observed in a post’s subsequent interaction signals, chosen by
the research team as plausible predictor factors of a submission’s authenticity:

— Art Community?: A binary value indicating whether the post was submitted
in a community centered around artistic themes. This hypothetical predictor
was birthed out of the hypothesis that synthetic content could be more
prominently shared in art communities due to the widespread availability of
generative Al as a creative tool.

— Sensitive Topic?: Like the Art Community? predictor, this variable is a bi-
nary score recording whether the target submission is classified as a sensitive
topic. If a malicious actor was attempting to spread misinformation and dis-
trust online, a likely way to do so is by creating synthetic content, pushing a
narrative that evokes strong emotions, reactions, and discourse. By observ-
ing a post’s title, body, and community, we can determine if the submission’s
topic should be deemed sensitive.

— Active but Downvoted?: In the case of users identifying a more apparent
deepfake claiming to be Al generated, one reactionary behavior that we ob-
serve is a large amount of subsequent discussion beneath a post ‘disliked’ by
the community. This behavior does not solely exist in response to deepfakes,
but we believe it could be a possible predictor.

— AI Confirmed by Author?: Though we consider transparent Al usage out-
side the scope of this interaction-based detector, this binary predictor factor
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accounts for the instances where a post may initially be passed off as human-
generated, but the author later concedes to using Al in its creation.

— AI Comment with Positive Score € AI Comment with Negative Score: Each
time that a comment notes the content being human- or Al-generated, one
of these predictors is incremented. These variables are used to account for
the silent consensus shared by the non-vocal users engaging with a post. If
a comment is well received and has a positive user-voted score, the value of
Al Comment with Positive Score will increase. Otherwise, and the comment
is met with disagreement through a negative user-voted score, the value of
AT Comment with Negative Score will increase.

— Top Level Comments Indicating AI: Each time a top level comment is found
that expresses doubt in the parent being human-generated, this value in-
creases. If many users are individually attributing the content to Al origins,
it should be a sign that influences the model’s prediction.

— Child Comments also Discussing AI: Building off of the insights from the Top
Level Comments Indicating AI predictor, this predictor increments when-
ever a child comment is found to agree with a parent that the submission
is Al generated. Whereas finding an accusatory top level comment is rela-
tively straightforward using keyword searches, identifying child comments in
agreement requires sentiment analysis to detect.

The algorithm this work follows to take a social media post and construct a
vector containing these predictor factors is shown in more detail in Figure

Statistical Prediction Model. Finally, a statistical prediction model is also
trained on the manually-labeled coarse-grained comment thread data to process
a feature vector and make a prediction whether a submission is human- or Al-
generated. Though many options for prediction models exist, this work chose to
implement a logistic regression model. Logistic regression is a great fit for this
use case due to its strength in predicting a dependent variable from independent
variables that may be associated with the outcome. When fed a set of indepen-
dent variables, the model outputs a prediction score signifying the likelihood
that the dependent variable would be positive, given the independent variables.

For a logistic regression model to be deemed viable, the following three cri-
teria must be satisfied:

1. The model must yield accuracy greater than 60%.

2. P values of all coefficients (except the constant) must be less than 0.1, indi-
cating 90% significance.

3. P value of the overall model must be less than 0.1, indicating 90% signifi-
camnce.

One common point of failure for logistic regression models comes from hav-
ing an imbalanced training set. When one class is largely overrepresented, the
optimizer is biased and has a tendency to skew predictions toward the majority
class. The manually-annotated data, discussed in more detail in Section [3.2] con-
sists of 562 positive entries and 1,484 negative entries. Due to the majority class
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Fig. 5: Feature vectors generation algorithm for each submission.

1: let featureVector «+ {
“Art Community?”: 0,
“Sensitive Topic?”: 0,
“Active but Downvoted?”: 0,
“ATI Confirmed by Author?”: 0,
“Top Level Comment Indicates AI”: 0,
“ATl Comment with Positive Score”: 0,
“Al Comment with Negative Score”: 0,
“Child Comments also Discussing AI”: 0}
if Parent Post Does Not Claim Al then
if Post Belongs to Art Community then
feature Vector[‘Art Community?’] « 1
end if
if Post is a Sensitive Topic then
feature Vector|‘Sensitive Topic?’] «— 1
end if
if Post Score is 0 and Post Comment Count > 1 then
feature Vector|‘Active but Downvoted?’] < 1
end if
for Each Top-Level Comment do
if Comment Claims Al then
feature Vector|‘Top Level Comment Indicates AI’| < featureVector[Top Level Com-
ment Indicates AT’ + 1
if Post Author Claims AI then
feature Vector[‘Al Confirmed by Author?’] < 1
break
end if
if Comment is Upvoted then
feature Vector[ Al Comment with Positive Score?’] < feature Vector|'Al Comment
with Positive Score?’] + 1
else
feature Vector[‘Al Comment with Negative Score?’] < feature Vector[‘Al Comment
with Negative Score?’] + 1
end if
for Each Child Comment do
if Child Claims Al then
feature Vector|*Child Comments also Discussing AI'l <« featureVector|‘Child
Comments also Discussing AI’] + 1
end if
end for
end if
end for
end if

COLODIDONY DORORIDND  DORD DD = o i b

being nearly three times the size of the minority class, the logistic regression
model is affected by this bias. To mitigate the impacts of the skewed data, we
downsample the training set by randomly selecting 562 items from the negative
class to retain and train with and reduce optimizer bias. Once the dataset is
balanced, a 60:40 train/test split divides the dataset up for model training and
evaluation.

3.3 Performance Evaluation

To understand how this novel interaction-based detection methodology performs,
the model is run against a subset of our labeled data to compare its predictions
with the expected values. This performance is used to determine the model’s
initial efficacy, and its shortcomings are examined to determine potential en-
hancements in the detection pipeline.
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Evaluation Methodology. In binary classification problems such as the one
this work tackles, accuracy, precision, recall, and F1 score each emphasize dif-
ferent aspects of a model’s performance and can be used to evaluate a model.
Accuracy provides a good rough idea of how well a model generally performs,
while precision and recall are better metrics in situations where false positives
or false negatives are more costly, respectively, and F1 score provides a better
overall assessment of model performance when the data distribution is skewed.

TP+ TN (1)
TP+FP+TN+ FN

Accuracy =

While a model’s accuracy is simple to calculate, summing up the number of
correctly predicted values and dividing by the total number of predictions, it
might not always be the most suitable metric for judging a model’s overall per-
formance, especially when the data is imbalanced [22]. When the negative class is
dominant, as it is in this case where a social media post is far more likely human-
generated than by Al simply predicting negative the majority of the time yields
a high accuracy. Instead, we must analyze the threat model and identify what
the model’s performance needs are to ensure they are prioritized.

TP

Precision = TP FP (2)
In situations where false positives are costly, a high precision score means that
we can be sure about positive predictions. In other words, when a model achieves
high precision, there is a strong confidence that the positive predictions really are
positive. However, false negatives are completely ignored, so there is no guarantee
that positives are not going undetected. Predicting negative in the vast majority
of cases is likely to yield a high precision value without being a useful judge of
the model’s performance.

TP
Recall = TP LN (3)
When evaluating a model by its recall, a high recall value means that you can be
confident that all actual positives present in the sample were correctly identified.
Recall measures the proportion of true positives compared to the total amount
of actual positives. This metric can be important in cases where it is critical that
all positives are identified, but is less useful when false positives are something

we care about.

2 x Precision x Recall
F18 = 4
core Precision + Recall 4

Finally, the F1 score. Unlike accuracy measuring the overall correctness of pre-
dictions with the arithmetic mean, the harmonic mean of precision and recall
used to calculate the F1 score is better to use when correctly identifying posi-
tives is important, but no type of error is inconsequential. Using an F1 score to
evaluate a model’s performance is helpful in cases where false positives and false
negatives are equally important, and the dataset is imbalanced.
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Table 1: Logistic regression results of the interaction-based detection pipeline.
The model demonstrates that the “AI Comment with Negative Score,” “AI Com-
ment with Positive Score,” “Child Comment also Discussing Al,” and “Top Level
Comment Indicates AI?” independent variables have an impact on the outcome
with greater than 90% significance.

Researcher-Assigned

Dep. Variable No. Observations 408

Label
Model: Logit Df Residuals: 404
Method: MLE Df Model: 3
Time: 20:31:44 Log-Likelihood: -276.41
Converged: True LL-Null: -282.63
Covariance Type: nonrobust LLR p-value: 0.006041

coef std err z P>|z| [0.025 0.975]
Al Comment with 4., 1.091 -1.867  0.062 -4.175 0.102
Negative Score
Al Comment with —_, ¢, 47 1.071 1694 0.09 -3.912 0.285
Positive Score
Child Comment also , 5, 0.147 2,056  0.04 -0.591 -0.014
Discussing AI
Top Level Comment , 4 1.069 1.796  0.072 -0.175 4.017

Indicates AI?

For the purposes of this work, all four metrics will be presented, but the
most valuable characterization of the model’s performance is precision. When
running the model against social media posts in practice, we cannot expect to
catch every Al-generated submission, but for this methodology to provide the
most utility, the positive predictions produced should be reliably correct. The
three viability criteria listed in Section [3.2] are evaluated using the statsmodels
Python package [30].

Results. When selecting from the potential logistic regression predictors, the
best fit regression model was created using the “Al Comment with Negative
Score,” “Al Comment with Positive Score,” “Child Comment also Discussing AI”
and “Top Level Comment Indicates AI?” independent variables. The P value for
each coefficient, as seen in Table [1| are all less than 0.1 with a maximum value
of 0.09 and a minimum value of 0.04 in “Al Comment with Positive Score”
and “Child Comment also Discussing Al,” respectively. Due to the low P values
presented, we can claim that these independent variables have an impact on
the outcome with greater than 90% significance. The overall model’s P value
is also less than 0.1 at approximately 0.006, also indicating greater than 90%
significance.

However, the logistic regression model is not a complete success. The confu-
sion matrix shown in Table [2a] highlights the model’s prediction results. Of the
272 submissions in the test split, 92 were true negatives, 63 were true positives,
45 were false positives, and 72 were false negatives. The model’s performance
metrics are as follows:
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Table 2: Confusion matrices for the base interaction-based pipeline (left) and
the LLM-enabled pipeline (right).

Pred. Neg Pred. Pos Pred. Neg Pred. Pos
Actual Neg 92 45 Actual Neg 115 22
Actual Pos 72 63 Actual Pos 90 45
(a) Base model. (b) LLM-enabled model.

Accuracy: 56.99%
— Precision: 58.33%
Recall: 46.66%

— F1 Score: 51.85%

The appendix (Section highlights a few real outcomes generated by the
regression model, their feature vectors, and the classification results to best il-
lustrate the model’s detection capability.

3.4 LLM-Enabled Preprocessing and Post-Engine Analysis Pipeline

In observing the outcomes of the standard, interaction-based detection pipeline,
it is apparent that there are flaws in the existing system, resulting in an accuracy
not much better than a coin-flip. By using large language models to supplement
the detection algorithm, false positives can be reduced and performance, the
most significant performance metric in this scope, can be improved.

Post-Engine Pipeline Design Goals. We designed the LLM-enabled detec-
tion model to improve upon the base model in the following criteria, in no par-
ticular order. By accomplishing these design goals, the detection model’s overall
efficiency and performance can be improved.

— Goal 1: Preprocessing Out Irrelevant Submissions. Closer examina-
tion of the base model’s erroneous results shows that many of the false
positives are for posts that seem contextually improbable as targets for
synthetic-content generation. By using a large language model to identify
content themes that would be illogical for a deepfake, preprocessing and
filtering them out before running the submission through the base model
would reduce potential for them to be attributed to a false positive result.

— Goal 2: Gauging Users’ Conuviction in AI Accusations. This work
recognizes that user interactions accusing a submission of having Al-generated
origins are made with varying levels of conviction, depending on the users’
understanding of synthetic content. There is a difference in a user claiming to
be uncertain in their judgment and another stating matter-of-factly that the
content is Al-generated and providing reasoning of why. These discrepancies
in conviction strength should be treated accordingly.
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— Goal 3: Subject Extraction to Enable Theme-Based Detection Strat-
egy. This work proposes an alternative methodology to implement a ‘known
falsehoods’ database recording previously deepfaked contents’ themes in an
effort to explore the hypothesis that previously Al-generated themes are
likely targets for future deceptions. This idea is explored further in Section [4]

Performance Enhancements. To build the LLM-enabled preprocessing and
post-engine analysis pipeline, this project uses Meta’s Llama 3.2:3b model [I] to
implement subject extraction and conviction mapping. The LLM-enabled model
presents the Llama 3.2:3b model with information about each submission and
provides it with a series of prompts to extract information about the subject
and its relevance.

First, the model is given the submission’s title and body text, separated with
a unique token, and told the following: “Your job is to take a 1 or two pieces
of text, separated by the token “&*&%”. Looking at these texts, I need you to
tell me what the subject is. Please do not say anything more, only the subject
you identified. If you cannot determine the subject, please only say “unknown.””
The chosen subject is then passed back to the model as it is instructed to “take
a piece of text that indicates a subject or topic matter. Looking at this text, tell
me if the subject is of interest. Examples of subjects of interest are paintings, or
music. Examples of subjects not of interest are someone’s name, political themes,
and anything that is not creative. Please do not say anything more, only “Yes”
or “No”. You must make a decision.” Depending on the result of this complete
relevancy decision, a post can either be marked as human-generated right away
or proceed through the rest of the pipeline as usual.

The confusion matrix generated after implementing Design Goals 1 and 2
can be seen in Table For purposes of drawing fair comparisons between the
LLM-enabled detection model and the base detection model, the same 60:40
train/test split seed divided the labeled data. The logistic regression model re-
mained unchanged for both trials.

Of the 272 submissions in the test split, 115 were true negatives, 45 were true
positives, 22 were false positives, and 90 were false negatives. The LLM-enabled
model’s performance metrics are as follows:

— Accuracy: 58.82%
— Precision: 67.16%
— Recall: 33.33%

F1 Score: 44.55%

4 Discussion

As generative Al continues to rapidly develop, social media platforms present
a playground for bad actors to distill their deceitful, deepfaked content. Gone
unchecked, misinformation, fake news, and distrust can be spread over the in-
ternet like a wildfire. Current solutions attempt to target the generated content
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itself and fail to leverage any of the unique resources that social media platforms
make available. This work developed an interaction-based solution and explored
user insights as a way to detect Al-generated content on social media.

The results presented in this project show that our novel methodology un-
derperforms relative to current content-based solutions, including Baraheem &
Nguyen’s (2023) generalized GAN-generated image detection model and Mitra et
al.’s (2021) key video frame extraction model. These methodologies have detec-
tion accuracies of 89% and 92%, respectively, while our LLM-enabled interaction-
based pipeline achieves an accuracy of approximately 59% and a precision around
67%. While this performance gap is significant, it is important to consider the
broader implications of utilizing human-generated sentiments on social media as
a basis for detecting Al-generated content.

Unlike content-based detection methodologies, trained to identify implicit ar-
tifacts attributed to upsampling operations common in generative-Al models or
to evaluate a text’s intrinsic structure and comparing against common patterns
in human writing, this work relies almost exclusively on human judgment to iden-
tify and confirm Al-involvement. As in all things, humans are prone to errors.
Interestingly, current research in adjacent fields corroborates this sentiment.

Liu et al. (2024) [24] looks into the ability for automated AT detection tools,
such as GPTZero and Turnitin, and human reviewers to make assessments about
a document’s authenticity. Their study gave four reviewers, made up of two
professors and two college students, a series of academic publications in their
fields of study and were instructed to determine if they believed each document
to be human- or Al-generated. While the reviewers did well in classifying Al-
rephrased articles, they incorrectly mislabeled 18% of human-written articles
as Al-generated. Even though they are considered to be highly familiar with,
and even experts in the field they were critiquing work in, they were still fairly
prone to misattribute texts the lengths of full research papers. When making
their decisions, reviewers were required to include a reasoning as to why they
believed the document to be Al-rephrased. Nearly 55% of the time, the reviewers
stated “incoherence” or “grammatical errors” were the primary indicators. In a
social media setting where the conversational etiquette is far more lax than in
an academic setting, incoherence, grammatical errors, and brief texts to draw
conclusions from are commonplace.

Cooke et al. (2024) [I4] tasked 1,276 randomly-selected participants with
classifying human- and Al-generated content across different media types includ-
ing audiovisual, audio-only, video-only, and images. The mean detection perfor-
mance across all media types was only 51.2%. The most accurately classified
media type was audiovisual and the least were images at 54.5% and 49.4%, re-
spectively. Participants self-reported being previously unfamiliar with synthetic
media and those who were, either semi-familiar or highly familiar. There was no
significant difference in detection performance between the three groups.

The work done by Chein et al. (2024) [IT] most closely parallels that done in
this work, exploring the way Al-generated content can be unknowingly spread
over social media without users discerning it as Al. 194 participants were pre-
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sented with online general interest news story headlines and online scientific
news story headlines, similar to the ones that could logically be shared on-
line. A random subset from 48 human-generated texts and another 48 matching
Al-generated texts created with ChatGPT were shown to each participant for
classification. On average, participants were 57% accurate in identifying the ori-
gin of human- and Al-generated texts. When separated by source, participants
correctly attributed human-generated content to human authorship accurately
61% of the time on average, and the Al-generated content to AI authorship 53%
of the time.

Unlike these studies, where the participants were explicitly tasked with clas-
sifying texts as human- or Al-generated, the performance results in our work are
derived from social media users’ ability to voluntarily identify a post as Al gener-
ated. Interestingly, this work reinforces humans’ inability to accurately identify
Al-generated content, and the accuracy of commenters against our data is no
different from the results Liu et al., Cooke et al., and Chein et al. arrived to in
their works.

There are several limitations worth noting. Namely, all content used through-
out this project came from Reddit. Though the methodology was designed to
be platform-agnostic, testing against data on other social media platforms could
expose weaknesses in our methodology or confirm the model’s efficacy in a new
environment and engagement structure. The other is that the detection model
was tested thoroughly against our labeled dataset, not unseen submissions in
the wild. This decision was deliberately made to counteract the heavy skew in
human-generated content over Al-generated content on Reddit. Focusing on a
social media platform with a higher density of Al-generated content, such as
Quora or Medium [33], could generate more viable data without needing to ar-
tificially alter the training dataset’s sample population with downsampling.

Future research into a secondary, theme-based detection strategy building off
the interaction-based model, exploring how a ‘known falsehoods’ dataset, record-
ing previously deepfaked content themes, could be implemented to support its
human- or Al-generated attribution. It may also be beneficial to investigate the
relationship between previously identified deepfake subjects and the prevalence
of similar deepfakes in the future, noting any new patterns that emerge.

Although the interaction-based detection approach falls short of existing de-
tection benchmarks in terms of raw performance, these findings reinforce the
need for a generalizable detection tool. One that takes the decision-making out
of human hands as generative Al continues to improve and our ability in detect-
ing Al-generated material approaches the odds of a coin-flip.
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Fig. 6: False positive prediction (FP1) due to improper prediction weight favoring
commenters over nonvocal users disagreeing with the statements claiming Al;
feature vector at right.
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Fig. 7: False positive prediction (FP2) caused by false positive result in sensitive
topic classification.
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Fig. 8: False positive (FP3): submission falsely attributed as being Al-generated.
The detection model picked up on a generic moderator-served comment disclos-
ing the community’s rules.
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Fig.9: True positive (TP1) yielded after the model accurately identified posi-
tively received comments claiming Al
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Fig. 10: True positive (TP2): submission correctly predicted to be Al-generated
from a high frequency of well-received comments accusing the post of being Al-
generated.
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Fig.11: True negative (TN1): submission correctly identified as human-
generated. Though one commenter believed the post Al-generated, disagreement
and negative voting dismissed the claim.
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